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Abstract:

The present paper suggests a new path towards improving cyber resilience in Agile Project Management (APM) via
incorporating the Cognitive Digital Twins (CDTs). Since the nature and amount of cyber threats are increasingly becoming
sophisticated and frequent, reacting remedies used in traditional security is ineffective, particularly in agile and changing
environments. CDTs, intelligent replicas of workflows and systems that Al powers, provide real-time simulation, threat
forecasting, and autonomous response. Implementing CDTs within agile cycles will provide situation awareness and decision
support to agile teams to facilitate proactive risk management without interrupting the sprint velocity. This paper simulates an
agile development project by integrating CDT-based security monitoring. The results prove that the speed of threat detection,
response coordination, and the continuity of the whole sprint are measurably improved. Finally, live cyberattack exercises are
examples of adherence to the principles of agility, including flexibility, openness, and iteration to CDTs. The visual
representations of data also support this model. The results indicate that CDT-enhanced agile systems are an essential milestone in
sane execution practices of projects as there is a dynamic, intelligent framework scalable to organizations in high-risk digital
systems.
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Introduction:

Agile Project Management: Definition and Principles

Agile Project Management (APM) is the approach that focuses on changes (adaptability), progressive development,
collaboration with stakeholders, and constant delivery. Based on the Agile Manifesto lays value on individuals rather than
processes, working software rather than documentation, and responsiveness to change. Agile also has a high adoption rate in
software development since it enables fast iterations and customer-centered designs [2]. The increasing complexity of the digital
business setting has also increased its implementation in industries that need adaptable and dynamic development efforts [3].
Although APM provides an ability to work fast and responsively, it tends to come at the cost of proper security. Agile team
delivery cycles are fast, and such cycles may not have implemented sufficient cybersecurity tools to cover systems exposures,
particularly when security becomes an after-development process [7].

Cyber Resilience: A Growing Priority

As the pace of digitalization increases due to the related sophistication of cyberthreats (e.g., ransomware, insider attacks,
zero-day exploits), project settings emerge as high-priority targets. These risks compromise the integrity and sustenance of
software systems and infrastructure [1]. Despite being efficient, agile teams are not exempted from the result of such risks. Cyber
resilience is an important ability, as in most instances, a combination of quickly delivering features at the expense of keeping
architecture defensible creates gaps in the defense. Cyber resilience is an organization's ability to prepare, resist, and recover from
cyber incidents without the interruption of core operations of the organization. It goes beyond conventional cybersecurity because
it concentrates not only on protection and detection but also on response and recovery [4]. Embedding in the context of agile
workflows implies that the security mechanisms are designed to be hard-coded into the iterative development and delivery
schemes without impairing the performance and speed of the team [9].

Cognitive Digital Twins (CDTs): A New Frontier

The Cognitive Digital Twins (CDTs) have become an extension of conventional digital twin technology. Whereas regular
digital twins are applied in tracking and simulating systems in realtime, CDTs have extra elements of cognitions, such as
reasoning, learning, and automatic adaptation, made possible by machine learning and artificial intelligence [6]. With agile
settings, CDTs may model happenings during a project, foresee points where the system will be susceptible, recognize abnormal
behavior, and propose prevention measures before their occurrence. Such smart proxies always engage with the project tools (be it
version control systems, task boards, etc.), detecting possible security threats and supporting teams with agile decision support in
near real-time [12].As a security-sensitive element of the agile ecosystem, CDTs make the project team even more competent in
predicting, preventing, and reacting to threats without reducing sprint velocity. This is compatible with agile concepts like
flexibility and constant feedback [8].

Simulation Report:
Setup and Tools:

The modeled experiment evaluated the integration of a Cognitive Digital Twin (CDT) into the Agile Project Settings. It
was also made with Python using SimPy (the process modeling simulation), TensorFlow framework (needs machine learning),
and The JIRA API (the processing of data regarding the sprint and tasks). Different data sets were used in the CDT training and
calibration processes, such as the MITRE ATT&CK framework, OWASP Top 10 vulnerabilities, and the de-anonymized internal
sprint logs of previous development cycles [1]. It made up a virtual five-person DevOps team to mimic real-life agile behavior.
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The simulation lasted three agile sprints that lasted two weeks. Members of every team were operating in a streamlined CI/CD
process, and the level of security risk was randomly introduced to the environment to assess CDT response effectiveness [2].
CDT Integration in Agile Workflow:

The CDT was visualized as part of the agile workflow that entered the first stage of the process during the sprint
planning. In this step, CDT was needed to parse backlog and historical metadata on tasks to detect tasks with a high-security risk.
During the execution phase, the CDT continuously observed developer activity, commit capture, and system-level logging to
identify anomalies that may point towards phishing, malware activity, and insider threats [3]. When such anomalies were found,
the CDT provided automatic recommendations via connected tools (Slack and JIRA), allowing team members to take immediate
measures. In the case of retrospectives, the CDT integrated its cross-observations and modified its threat prediction model through
supervised learning, which made the decision-making better over time [4].

Simulation Steps:

e Sprint Planning: CDT reviewed the backlog and marked tasks requiringhigh-risk modules like authentication, input
validation, or transforming its legacy code into the latest style. It produced risk heatmaps that affected the ordering and
prioritization of tasks and resource allocation [5].

e Execution Monitoring: During the development, the CDT utilized behavioral baselining to identify deviations in the
business context, like unusually long working hours or too much file access by the developers. This real-time monitoring
made it possible to determine the potential threats early enough before the escalation [6].

e Incident Response: The CDT will automatically pause compromised modules and notify the team when a threat pattern is
detected, like an external login or code injection signature. It has also suggested a risk-adjusted adjustment on the board
of sprints [7].

e Sprint Review: On completing every sprint, the CDT evaluated the team performance and the incident resolution
schedule, which produced a report that helped to re-design future sprint security variables and backlog priorities [8].

Evaluation:

The incorporation of the CDT enhanced the situational awareness in the simulated agile environment to a great extent.
The overall system time spent detecting threats was reduced by more than half in three sprints, with an average of eight to two
hours over the three sprints, representing the increased real-time responsiveness of the system. Creators were initially against the
control of the CDT but showed their trust by implementing its accurate and achievable forecasts [9]. Furthermore, the agile team
changed backlog job tasks in the middle of the sprint according to the CDT insights without losing the delivery rate. This proved
the model's compatibility with agile principles like flexibility and iterative feedback [10]. In general, the simulation confirmed the
existence of the CDT as an active cybersecurity agent implemented into the agile cycle.

Real-Time Scenarios:
Scenario 1: Phishing Attack During Code Push

In the second sprint, the Cognitive Digital Twin (CDT) identified an unusual incoming login attempt in Nigeria with a
sizeable number of used developer Git credentials. This resulted in an automated action whereby the account access rights to
sprints were temporarily turned off, and a credential reset was executed. This aberrancy was identified based on the CDT capacity
to match existing access patterns and historical baseline of behavior during real-time [1]. As the CDT directly provides integration
with communication tools such as JIRA and Slack, the Scrum Master was immediately warned to proceed with subsequent
verification and remediation. In time, This intervention avoided the codebase's compromise, demonstrating how CDTs could
obtain proactive reactions in real-time to dangers. The episode also validates the value of agility over plan adherence because the
team could alter the sprint process agilely due to security issues [2].

Scenario 2: Insider Threat

Finally, the flagged issue identified by the CDT referred to nonstandard development conduct, i.e., late-night commits
during which a junior developer made changes to the code. This anomalous change of behavior using CDT is a deviation in a set
of expected behaviors and was noted under the CDT activity monitoring engine that is in real-time and was trained using past
sprint logs of behavior [3]. Since the CDT sent an alert, the development team further investigated this case and discovered that
the credentials involved accessing a recently hired team member who had not been disabled and properly cleared as his roles had
been changed. Consequently, some sprint items were put on hold on audit, and the account had to be terminated. This situation
demonstrates one of the roles of the CDT in enhancing visibility and internal threat detection, which supports the agile value of
collaboration and open communications [4]. Another lesson brought out by the incident was the ease of secure offboarding
practices and access management within agile teams [5].

Scenario 3: Mid Sprint DDoS Attack

During the midpoint of the third sprint, the CDT identified a Distributed Denial-of-Service (DDoS) attack on the external
endpoints of the CI/CD pipeline. By applying anomaly detection algorithms to analyze network traffic, the CDT detected an
unusual increase in incoming requests and realized that it might be a DDoS attack [6]. In reaction, the CDT instigated a load-
balancing reconfiguration and isolated the affected subnet. They were performed automatically two minutes after the first alert,
leaving downtime considerably shorter. The sprint ran (with minor disruptions) and kept the delivery targets and pace. This
situation shows that CDTs can allow systems to perform and continue operations despite a cyber-stress impact, as defined by the
agile principle of sustaining a regular flow of work [7].

Graphs and Data Visualizations:
Table 1: Threat Response Time Over Sprints

Sprint Threats Detected Average Response Time (hrs)
Sprint 1 2 8
Sprint 2 3 4
Sprint 3 1 2
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Table 2: CDT Confidence vs Detection Accuracy
Sprint CDT Confidence Level (%) Detection Accuracy (%)
Sprint 1 78 75
Sprint 2 85 82
Sprint 3 91 89
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Table 3: Sprint Velocity Before and After CDT Integration
Metric Sprint 1 Sprint 2 Sprint 3
Sprint Velocity (Before CDT) 20 21 22
Sprint Velocity (After CDT) 22 24 26
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Challenges and Solutions:
Developer Opposition to Al Oversight:

Among the most imminent drawbacks to integrating Cognitive Digital Twins (CDTSs) into the agile workflow is the
developers' resistance, who might feel pierced by the Al monitoring and take it as a danger to the freedom of action.
Independence, iterative control, and transparency are essential values of the Agile teams, and the introduction of a CDT to observe
behavior, raise flags, or propose changes can be unwelcome by the teams [1]. The developers would be willing to accept CDT
input because they would get interpretable and visible system outputs instead of having some obscure decision. To prevent this
resistance, open feedback configured in developer tools and dashboards must be established so that the CDT rationale is open and
interpretable [2]. Presenting the apparent reasons behind every alert or recommendation will help the team members understand
how the CDT helps achieve project safety instead of hindering it. Moreover, the actions of CDT should be aligned with such
principles of agile, such as team empowerment and responsiveness, so that the system is regarded as a collaborative entity but not
an authoritarian layer [3].

Misleading Positives during Threat Identification:

There is an issue of false positives or threats detected when they are not there, which is a problem, especially during the
initial deployment of CDT. If the CDT raises a security issue about benign developer behavior or false alarms, it may result in
unnecessary work interruption and the loss of confidence in the system [4]. This is particularly bad in agile teams where things
operate on a smooth-flowing, no-interruption delivery flow. To minimize false positives, CDTs must also becontinuously
retrained on new data sets, such as sprint history, user baselines of behavior, and feedback following incidents [5]. Using human-
in-the-loop validation (e.g., review of CDT alerts identifying high-risk) by a security analyst or team lead may further increase
reliability and reduce disruption [6]. This feedback enhances the accuracy rate of the prediction made by the CDT over time, but
at the same time, real threats get appropriately prioritized.

In Sprints CDT Integration Overhead:

The implementation of CDTs in agile pipelines will, at first, produce a technical overhead, especially when workflows
are not automated at the system level. Sprints may be slowed by manual reviews, risk evaluations, or CDT checks [7].
Nevertheless, CDT can be heavily automated with APIs and closely integrated with such tools as JIRA or CI/CD dashboards,
which can significantly simplify interactions with the CDT. For example, the CDT decisions can trigger the creation of an issue,
reprioritization of the task, or modification of the sprint backlog automatically, negating the bottleneck of manual processes [8].
When properly applied, CDTs do not interfere with or slow agile flow but rather expedite responsiveness and resource matching
without disrupting regular delivery cycles too much [9].

Privacy and Ethics of Data:

Discussing the use of CDTs, it is possible to note that there are no privacy and ethical concerns. Systems that always
keep an eye on the developer, even though they do so with the best intentions in mind, may be inconvenient to them. Additionally,
the processing or storing sensitive personal data can present a risk of non-compliance with frameworks such as GDPR or HIPAA
[10]. Such a solution would be to introduce federated learning so that the CDT can learn without transferringthe raw data of
individuals so that their privacy is preserved even though the system can still benefit [11]. Moreover, passing through
anonymization processes at the training and deployment stage can also relieve ethical issues and raise adoption among developers
[12].

Agile Velocity:

The risk of dashing CDT-based security checks into the process also occurs, which can diminish the velocity of sprints or
disrupt the plans for delivering the results. Agile works on producing at a fast rate and reducing margins of delays; constant
warnings or interferences can have an effect. Nevertheless, with clever buffers and streamlining of work, it can turn out that CDTs
are truly effective [3]. Having buffer time during the sprint to manage reactive risk management gives CDTs room to work
without the team being overworked [6].

94



International Journal of Advanced Trends in Engineering and Technology (IJATET)
International Peer Reviewed - Refereed Research Journal, Website: www.dvpublication.com
Impact Factor: 5.965, ISSN (Online): 2456 - 4664, Volume 10, Issue 1, January - June, 2025

References:

1.

10.

11.

12.

Salvi, A., Spagnoletti, P., & Noori, N. S. (2022). Cyber-resilience of Critical Cyber Infrastructures: Integrating digital
twins in the electric power ecosystem. Computers & Security, 112, 102507.https://www.researchgate.net/profile/nadia-s-
noori/publication/355509882_cyber-resilience_of critical _cyber_infrastructures_integrating_digital _twins_in_the_electr
ic_power_ecosystem/links/629e271555273755ebd7ce20/cyber-resilience-of-critical-cyber-infrastructures-integrating-
digital-twins-in-the-electric-power-ecosystem.pdf

TEFAN, M. (2022). Agile approaches to developing e-business solutions in a secure cyber environment.
https://sciendo.com/pdf/10.2478/picbe-2022-0023

STEFAN, M. L. Agile approaches to developing e-Business solutions in a secure cyber environment in 2022. Economic
convergence in European Union, 88. https://store.ectap.ro/suplimente/theoretical & applied_economics_2022_special_is
sue_summer.pdf#page=88

Stuparu, A. A. (2020). Educational pathways to national cyber resilience: the Australian story (Doctoral dissertation, The
Australian National University (Australia)).https://core.ac.uk/download/pdf/345066635.pdf

Stuparu, A. A. (2020). Educational pathways to national cyber resilience: the Australian story (Doctoral dissertation, The
Australian National University (Australia)).https://core.ac.uk/download/pdf/345066635.pdf

Loiko, A. I. (2022). Philosophy of cognitive technology. https://rep.bntu.by/bitstream/handle/data/119056/philosophy.pd
f?sequence=1

Kupiek, M. (2021). Digital Leadership, Agile Change, and the Emotional Organization. Springer Fachmedien Wiesbaden.
http://edl.emi.gov.et/jspui/bitstream/123456789/447/1/digital_leadership%2c_agile_change_and_the_emotional_organiza
tion.pdf

Camarinha-Matos, L. M., Fornasiero, R., Ramezani, J., & Ferrada, F. (2019). Collaborative networks: A pillar of digital
transformation. Applied Sciences, 9(24), 5431. https://www.mdpi.com/2076-3417/9/24/5431

Xu, H., Yan, H., Deng, C., Kang, J., Li, J., & Han, X. (2021, August). The Exploratory Research on Reform and
Innovation of Project Management in Grid Enterprises under the Changing Circumstances. In IOP Conference Series:
Earth and Environmental Science (Vol. 831, No. 1, p. 012001). IOP Publishing. https://iopscience.iop.org/article/10.108
8/1755-1315/831/1/012001/pdf

Smart, J. (2020). Sooner, safer happier: antipatterns and patterns for business agility. IT Revolution. https://itrevoluti
on.com/wp-content/uploads/2022/06/ssh_audio-companion_102620_r1.pdf

Reding, D. F., & Wells, B. (2022). Cognitive warfare: NATO, COVID-19 and the impact of emerging and disruptive
technologies. In COVID-19 Disinformation: A Multi-National, Whole of Society Perspective (pp. 25-45). Cham:
Springer International Publishing. https://par.nsf.gov/servlets/purl/10326851#page=45

Yildiz, E., Mgller, C., & Bilberg, A. (2022). Conceptual foundations and extension of digital twin-based virtual factory to
virtual enterprise. The International Journal of Advanced Manufacturing Technology, 121(3), 2317-2333. https://vbn.
aau.dk/files/483433301/article9462.pdf

95


https://www.researchgate.net/profile/nadia-s-noori/publication/355509882_cyber-resilience_of_critical_cyber_infrastructures_integrating_digital_twins_in_the_electr%20ic_power_ecosystem/links/629e271555273755ebd7ce20/cyber-resilience-of-critical-cyber-infrastructures-integrating-digital-twins-in-the-electric-power-ecosystem.pdf
https://www.researchgate.net/profile/nadia-s-noori/publication/355509882_cyber-resilience_of_critical_cyber_infrastructures_integrating_digital_twins_in_the_electr%20ic_power_ecosystem/links/629e271555273755ebd7ce20/cyber-resilience-of-critical-cyber-infrastructures-integrating-digital-twins-in-the-electric-power-ecosystem.pdf
https://www.researchgate.net/profile/nadia-s-noori/publication/355509882_cyber-resilience_of_critical_cyber_infrastructures_integrating_digital_twins_in_the_electr%20ic_power_ecosystem/links/629e271555273755ebd7ce20/cyber-resilience-of-critical-cyber-infrastructures-integrating-digital-twins-in-the-electric-power-ecosystem.pdf
https://www.researchgate.net/profile/nadia-s-noori/publication/355509882_cyber-resilience_of_critical_cyber_infrastructures_integrating_digital_twins_in_the_electr%20ic_power_ecosystem/links/629e271555273755ebd7ce20/cyber-resilience-of-critical-cyber-infrastructures-integrating-digital-twins-in-the-electric-power-ecosystem.pdf
https://sciendo.com/pdf/10.2478/picbe-2022-0023
https://store.ectap.ro/suplimente/theoretical_&_applied_economics_2022_special_is%20sue_summer.pdf#page=88
https://store.ectap.ro/suplimente/theoretical_&_applied_economics_2022_special_is%20sue_summer.pdf#page=88
https://core.ac.uk/download/pdf/345066635.pdf
https://core.ac.uk/download/pdf/345066635.pdf
https://rep.bntu.by/bitstream/handle/data/119056/philosophy.pd%20f?sequence=1
https://rep.bntu.by/bitstream/handle/data/119056/philosophy.pd%20f?sequence=1
https://rep.bntu.by/bitstream/handle/data/119056/philosophy.pd%20f?sequence=1
http://edl.emi.gov.et/jspui/bitstream/123456789/447/1/digital_leadership%2c_agile_change_and_the_emotional_organization.pdf
http://edl.emi.gov.et/jspui/bitstream/123456789/447/1/digital_leadership%2c_agile_change_and_the_emotional_organization.pdf
https://www.mdpi.com/2076-3417/9/24/5431
https://iopscience.iop.org/article/10.108%208/1755-1315/831/1/012001/pdf
https://iopscience.iop.org/article/10.108%208/1755-1315/831/1/012001/pdf
https://iopscience.iop.org/article/10.108%208/1755-1315/831/1/012001/pdf
https://par.nsf.gov/servlets/purl/10326851#page=45

