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Abstract:

Information Technology is one of the important general purpose Technologies in today’s age for
several reasons. Today it is used in almost all the organizations, institutions, and people. The advancement of IT
brings so many facilities to us; but also brings so many problems and challenges too and out of which Cyber
Crime is a kind of offence which deals with the cyber world which includes computer security, information
security, and mobile security too. The increasing number of crimes in the field of Information Technology
brings a big attraction to Cyber Crime to everyone. Cyber Crime is an important and valuable illegal activity
nowadays. Initially internet and email are treated as the main tools of crime; however, over the time the number
of weapons, tools, and happenings are increasing in this field. This paper discusses about Cyber Crime including
nature, characteristics, and issues.
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Introduction:

Cyber law is actually a law enacted by the concerned Government of the concerned country and state
which allow for computer and cyber offence. Cyber Crime is the crime and other offensive activity such as
computer crime, mobile crime, and IT crime may fall under the Cyber Crime. Cyber Law is the law and legal
action which is essential or utilize for various kind of electronic crime and offence. Actually, people are still not
aware about Cyber Crime and remedial for this kind of offence [01, 05]. Cyber Law is practically approved by
the Government or constitutional unit or division for the concerned country or territory. The number of the
incidents is increasing day by day and the periphery of Cyber Crime is also increasing rapidly. Virtually, the
cyber law basically encompasses the laws which deal with Cyber Crime, Electronic Crime, Electronic Signature
and intellectual property crime, data protection, information assurance, and so on. There are so many ways to
reduce Cyber Crime and cyber related problems; such types of aspects are introduced in this paper briefly. Due
to less awareness, people still do not take many precautions for the Cyber Crime [06, 07].
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Figure 1: Depicted some allied and core field of Cyber Crime
Objective:
The main aim and objective of this study includes but not limited to as follows
v' To know basic about Cyber Crime and its characteristics;
v' To know basic about the challenges and facet of Cyber Crime;
v' To learn basic about the issues related to Cyber Crime briefly;
v" To know basic about the Cyber Crime related act in the Indian context.
Cyber Crime:

Cyber law is actually nothing but the legal and other electronic crime. In other sense, cyber law is
actually legal aspect that deal with cyber related matter. Practically cyber is an important name in the field of
computer science, legal studies, business and commercial studies [08, 09]. Cyber law and crime is a kind of
interdisciplinary subject incorporated with IT, Computing, and legal studies. In generally, cyber space includes
computer, networks, software, data storage devices like pen drive, hard disk, USB, and others. E-Crime is
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mainly responsible for the emergence of cyber law. E- Crime includes all most all type of crime and criminal
activities related to the electronic world. The field of E-Crime is increasing day by day and in almost all the
fields [10, 11].
Cyber Crime and Types:
Cyber Crime is the main part of cyber world and Information Technology and Cyber Crime may be
classified as follows
v E-Crime is one important type of Cyber Crime which includes mobile crime, television crime, video
crime, and so on;
v Internet Crime is another important type of crime in which fake dealings basically happens;
v' Computer crime is another which includes manipulation and changes in computer data; both as offline
and offline way.
Cyber Crime: Some Examples
Following may be treated as Cyber Crime, Electronic Crime; directly and indirectly-
v' Tampering and changes of document, content and database of the computer, laptop, mobile and so on.

Internet
Crime

E-Crime:
Computer Broad  fmmd  Video/TV
Crime perspective

Offline
Crime

Figure 2: Depicted some examples of Electronic Crime
4 Hacking computer or computer system or computer information and telecommunication networks and
S0 on.
4 Sending or store offensive information or message or content or even audio, video material may fall
under the category of Cyber Crime.

v Cheating by personalization by using computer resources and similar resources.

4 Creating and generating fake information or terrorism by using cyber tools or terrorist activities with
the cyber weapon [13, 14].

4 Publishing and dissertation of illegal, unethical and some one’s material or document in the electronic
form or similar form.

4 Enter or access into unauthorized computing systems or IT systems.

v' Sending threats message by email or SMS or any other electronic way or objects.

v' Creating and distribution of false information or documents.

v' Changes and replacement in document or content without prior permission or acknowledgement [15].

v Many time, we see in the television advertisement of selling something or identification of the person
and sending SMS or like that, such type of dealing maybe fall under the category of Cyber Crime or
Electronic Crime.

v Spreading virus or malware or similar object to the computer or in whole computer and information

networks.
v' Use of false information on the website or total fake website is another Cyber Crime and which shows
about any person, organization or nation. In many cases, we can see such examples like- in Ministry,
University or Railway as far as India is concerned.
Uploading and spreading controversial information message and details to another person.
Hacking password of another computer or information system or changes of content in email, social
networking site such as Facebook and orkut, twitter and so on.

AN

60



International Journal of Advanced Trends in Engineering and Technology (IJATET)
Impact Factor: 5.965, ISSN (Online): 2456 - 4664
(www.dvpublication.com) Volume 3, Issue 1, 2018
v" Creating email account or social networking site for another name without acknowledgement is also
fall under the category of Cyber Crime.
v Hacking website and changes web IP address or linkages with other website is also a kind of Cyber
Crime [16, 17].
Way to Reduce Cyber Crime:
There are so many actions available to reducing Cyber Crime and cyber offence and out of which
following are important such as-
Legal Action: as far as legal action is concerned, the following actions may be helpful to reduce Cyber Crime
and important to take into
Electronic Communications Privacy Act of 1986.
Federal Privacy Act of 1974.
Indian IT Act.
Communications Act of 1934 updated 1996.
Computer Fraud and Abuse Act of 1984.
Computer Security Act of 1996.
Economic Espionage Act of 1996.
Health Insurance Portability and Accountability Act of 1996.
Personal Data Privacy and Security Act of 2007.
Data Accountability and Trust Act.
Identify Theft Prevention Act.
Data security Act of 2007
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Figure 3: Depicted some essential steps for secure security system
Awareness Building: Awareness building is most important to reduce Cyber Crime and IT crime; thus
following things are essential to follow
v Creating changes in the password of the computing devices such as computers, search and networking
systems, changes of the password of other services such as email, social networking site, and other
service based site registered by the applicant or user.
4 Reduction in use of email in cyber café and other places and computing devices.
v Open and communicating with the unknown computer and similar device.
Technological Backup:
4 Use of Anti Virus software and system in the computer system or when network or telecommunication
Systems.
4 Use of internet safety tools, appropriate time and as per machine requirement.
v" Use of Good firewall and sophisticated Network Designing.
v' Keep off the Blue tooth and other RF devices [19].
ndings:
v IT Crime and Electronic Crime are synonymous with Cyber Crime and using rapidly for breaking
foolproof systems.
Still, many people are not aware of the strategy to use ‘switch off” Cyber Crime.
Cyber Crime is increasing both in manual form and as well as online form.
Today Cyber Crime includes apart from the computer and such devices are TV, ATM, Mobile Phone,
I-Pod and so on.
Conclusion:
IT is one of the important and helpful tools nowadays. Though it has so many problems and drawbacks
in many classes out of which Cyber Crime is most important and on the other hand, E-Crime and its world ar
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also increasing day by day and unfortunately side by side the kind of crime with electronic gadgets are also
emerging [11, 13]. Reduction in Cyber Crime is only possible when user will be much more aware of the
aspects of Cyber Crime and when they enrich their knowledge towards a reduction in cyber and electronic

crime.
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